AMETEK

POWER INSTRUMENTS

PRODUCT ADVISORY LETTER (PAL)

PRODUCT ADVISORY LETTER NO.: CU46-24001 (Release of V6.01 firmware)
DATE: September 17, 2024

AFFECTED PRODUCT(S): UPLC and UPLC-II

AFFECTED MODULE(S): All UPLC and UPLC-II Transceiver modules (CU20-XVRMN-001)

RECOMMENDATION: AMETEK Power Instruments recommends that all customers who want to be able
to reset factory passwords (webpage and front panel) to defaults when they accidentally lose passwords
and for those using the IEC61850 option should do this firmware upgrade. Additionally, this allows
firmware version 4.0x and older units to increase the maximum year setting beyond 2022.

Unless AMETEK Power Instruments is notified by 10/1/2024, this version 6.01 firmware will be shipping in
all new orders for UPLC-II’'s. Customers wanting to lock in version 5.02 firmware on future orders will need
to contact sales at power.sales@ametek.com or call 800-785-7274 and specify that on their orders.

NERC CIP CYBER SECURITY NOTICE: No changes were made in this firmware that affect cyber
security.

CORRECTIVE ACTION: This is an upgrade for the latest version 6.01 firmware. Customers with UPLC
versions 2.00 to 4.08 or UPLC-II version 5.02 (PPC) firmware can download the firmware update file from
the AMETEK Power Instruments website and follow the directions in the release notes to upgrade
themselves. Also, Power Instruments can send the firmware with a hash code upon request. Should you
need help, please contact customer service at repair.pulsar@ametek.com or 800-785-7274.

Note: UPLCs which have version 1.xx (PPC) firmware or older hardware Transceiver boards CU20-
XVRMN-001 rev. 4 will require sending the UPLC Transceiver boards in for updating by AMETEK Power
Instruments.

TECHNICAL DETAILS:

Please refer to the Firmware Release Notes document for the details of what has been changed in this
firmware. There are four main things that changed in this 6.01 firmware versus the last 5.02 firmware.

1. Designed to work with all previous hardware revisions of UPLC and UPLC-II Transceiver boards
unlike version 5.02, which only was recommended for the latest hardware. (Version 6.01 includes
the max year 2022 fix for the date/time like version 5.02.)

2. Gives the ability to use an existing hardware jumper on the Transceiver board to reset the factory
passwords back to defaults as shipped from the factory without the need to send back to Power
Instruments for resetting. (An event is recorded in the SOEs when passwords are reset with the
jumper.)

3. Updates the webpage interface for more clarity.

4. Improves IEC61850 performance.

Also, having a different firmware version on one end of the line as compared to the other end should not
present any problems. Any known unresolved issues in this firmware release are included at the end of
the Version 6.01 Release Notes document.

You can identify UPLC/UPLC-II firmware version numbers from the front panel keypad [Press Set, enter
password (4050 default) then set again, enter “2” for configure, enter “4” for view revisions, Power PC
ver._ ] or from the web-browser interface [Admin page, software/firmware tab, to view PPC ver.__ and
Transceiver board hardware revision__].

Power Instruments appreciates your past support, and we want to continue to provide you with the best
service possible. Please help us by letting us know if future notices should be sent to another individual.
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